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Abstract: Aiming at the shortcomings of the existing link flooding attack defense methods, a multi-dimensional in-
dex detection algorithm is proposed, which performs multi-dimensional detection on the abnormal forwarding links
through the five-dimensional elements of connection length, low-speed ratio of data packets, uniformity of data
packet distance, average low-speed ratio of data packets, and change rate of low-speed ratio of data packets, thus ef-
fectively solving the problem of high false alarm rate of the existing detection methods. Furthermore, a controller -
switch dynamic deployment method based on coloring theory is proposed, which solves the problem of difficult to
be actually deployed in the actual environment with limited switch variant types existing in the existing defense
mitigation mechanisms. Experimental analysis show the feasibility of the proposed method.
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if (!visited[v]) then
visited[v]=TRUE
TopologyExtract(v)
EnQueue(Q,v)
while (!QueueEmpty(Q))
DeQueue(Q,u)
for (w=FirstAdjVex(Gu); w = 0;
w=NextAdjVex(Gu,w)) then
if (visited[w]) then
visited[w]=TRUE

TopologyExtract (v)
EnQueue(Q,w)
end if
end for
end if
end for
end for
3) exit

4) void TopologyExtract (v)
if (v.attribute == SWITCH) then
AddGraph(Gs,v)

end if
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count =1
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for (i=1; i<Gs.vexnum; ++i) then
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end for

2) switchColor(Gs)

3) exit

4) void switchColor(Gs)

p=Gs.vertices[0].firstarc

v=p->adjvex

DFSArticul(Gs,v)/ 55 v AT i R IR AR
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if (count < Gs.vexnum) then

Z[Gs.vertices[0]]= Gs.color //HE7 y5 &K

TR

while (p->nextarc)
p=p->nextarc
v=p->adjvex
if (visited[v]==0) then

DFSArtticul(p,v)

end if

end while

end if
end void

5) void DFSArticul(G,v)
visited[v]=min=++count
for (p=G.vertices|v].firstarc; p;, p=p->nextarc)
then
w=p->adjvex
if (visited[w]==0) then
DFSArticul(G,w);
if (low[w]<min) then
min=low[w]

end if
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